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(54) COMMON KEY MANAGING METHOD, DATA READER USING THE SAME AND IC CARD 
SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To protect data from 
access from the third person to data in simple 
configuration. 

SOLUTION: When the power source of a data reader for 
decoding and utilizing data stored in a storage medium 
for user is turned on (step S1), the mount of this storage 
medium for manager is requested to a manager and a 
common key is read out of the storage medium for 
manager (common key reading process, step S2). 
Further, the data stored in the storage medium for user 
are decoded while utilizing the common key read by this 
common key reading process (data decoding process, 
S3). 
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(57) [Sift] 

O C £ff Hl-T -5. C t . 

£ L T « ffl -T & t - r S> tt^Bl y SB 2 rams***- > 

£tt**s-r (*aast^uiL.x8. xf^s2i . £ 

Z(D«iiaii*^-ffiLXglzJ;oTSE^a!**i.fc« 

(f-fUfii, S3) „ 



( li te ) 



-S1 



~S2 



-S3 




(2) 



ftl§8¥ 1 1 -2 49 825 



m# Km m * *tfc r— 9 t- st- * enseal y i= 

«S*ffllSfii«E«:— tft*rt-r-S#ta»»iWa:8«t. croft 
LIU*. C<73«a«B6^aiLXgirj:oT0l 

»^fcf-$H§t5f-$ atia t * « * fc c 
[»*«2] mB*jMK*tb Lxai*. met— 9 

tfc. mrlEx- 9 <0St^lSy«*(7)«IRA<^- 
£S(+fcB#I^KI**.]fc y g»Wlc0E^tt Stifcftli 
£ Nil RS5-T •& ft I@M f»xg £ ft*, fc z t £ t ^ * IX 
3R>3 1 Eftamii«»H75&o 

fttu=»ft saifcT— * £ ^sf- 9 omwi y mi= 
r ai^-r * fc toroft a» ^ ea-r * it r* fc o -c , 
litriest^is y s» i-*aiii3!)<SA s *if=B#i=iKr!Bfta«* 

btt^tli-rftii«»ttXgi:, ffrEf"Jffl#fflE1tJ«#lc 
t*-$ ^Bgl-fJffl#Si|ro«'e^IS7 J — Si £Bt^ 

<bf -san <DBt«<bxn±:, -roan roie-fntni-e& 
*2roBt^bxat. WflES&i roi»^bx8T-Bt^b£ 

ttxgt Six fc l i: $ Sttli: t 

[»**5] ffrfET-9ft*ftxsro». x— 9<oi** 
» y *«l= * o -CBWHU £*fclWE#>Ift £MJi*Sfc*llS 

y e>«ii»-r 4fta««ijRSExg^«[x.fc c t 

ft 1 1- #i« 4 E«<B#ii»S37JSfc„ 

£*i crogftSPKSft 
Ettftttfr bf-: 9 £BE*fcbr<t#lci§Kte«iS(*'NT ; 
-9£*#iit;'J-hV5-f hast, COT'J-hV^ 

> * 'J ffit £ ft*. * «t *|=» 
ttGtlftftl*. WE*lffl#l3j:oT«*;**i.&E«i«t* 
l~l±*Jffl#SJ«l:: «fc oTBt^ib LfcT— • 9 £ft*rt-r 3 .t 
#tl=«a«^fflLTB&^bLfcf<lffl#Si)»Sft«*ti- 
•&*]ffl#fflft**l¥K<t. ffIEfifS%I^J:oT8l**tv-S 



[«#JS7] ftEMftffl* % MSiSSWSBOTjBRiftlciJiJ 

«Ji#fflroEtti«i*frt> *>!«£»<*■* l time* * u 
spkss-t «*afttiff¥i9:&« mmm&m&m&tt 

fc«««sffiffl LT«^-r-i>aMMHa«t £<» ct £ 
r e Ettro^— 9 m*Ms. y ga. 

[§f*J*9] 7 i -9(D*i|ffl#lcJ:-DT»tSf *ti-5ft|ffl 
tfflIC*-Kt« T-9fl)SS#lcJ:o-C«|**tl* 
fltffllcA-Ki, :(!)fItffllC*-KfiiU! 
fjf8#ffl I C*- KtJJLTf-: 9roEHXI±Sife£fT 
•5 I C*-K7'C9SI««bS«(x. 
W5EfiJffl#fflI C*-KI±, #"Jffl#»J<BftT?Bf#<b£*i 
fcT-i 9<t. cro*lffl#»J<D«S*»a[-pflt-^<bLfcT 
-9 <t SE1tt-*E1t^«*fll^. 

WEI ca-K^-f fitrEea#fflI C*-K 
l-t&tt*^fc«aaSffifflLTffFE*iJffl#ffl I C*-K 

i^fstt * x lift m+ z> =r- z ©Bt^bx i±a*^b s 

f A, 
[000 1] 

«y, 7 : -9xi*Bf^bic^ffl-r^fiisftaa-c- 
B&^b-r-si/x^Aicrftaas-'ffat- -5»3S75jii~B§ 

SLfcf-5 B6^-ISyiSilfc«i:t/I c*-K->XfAl: 
[0 0 O 2] 

ttt*<D8Efl5] EKMtftlcftlWLfcT— ?&7^^« 

<b"t-5i:J:^„ L*\L. ^OBt^blz^M^SISt*:*^ 

ftX*tiTL*5. zrofctf), 1 o<7)!B«i«f*l3Bt# 
<b LfcT-9 i: ZOTBt^bTfiEffl Lfc*£ft»-rS#i£ 

[0 0 0 3] Z*Vl-MUT. mZ-MitL. 
»l<DIBtE«f*lc^jirtL-Cfc^. o.— tfA<^0)T-9Sffi 
ffl-T-St #lzli2-3(0EtiJ«*l^ft*ft**xfc 2 offliJ 
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[0 0 0 4] 

(-fe*a.'jT-r) A<^HT-fc*|fiy icfci^T. J*i(sE 

I*. 

[0 0 0 5] 

z x&mwmys a *j ct v z *i £E L^fcT— s> r^e y si 

[0 0 0 6] 

astsE^-tti Ligiz^: otr** snfc^aa^ttffl l 
rwffl#fflS3is«{*i3f&Kti^^fcir— * ^a^-r^T- 

lc«fcyffr&LfcBM£aj£L.fc5£-f £tfflT-fc.5o ^ 

Ti^*Ji#fflSBit»<**(o#ji«£ftffl-r.&, > c<ofc 

<0«$6fcSiJI -f. a-2>;ufc^ffi-eS£l::# 

m^ikT-#:&mttj:&T-5 & ssts-r -s t, ro -*? i< a 

aj^o^iiOX'ijJii^o Zfuv tf— -r-r T.O'P. ic* 
- K*. * y - h y a s- K ^ * ? £ 

*«#r-fc^Tt.Stx 0 fflili. SJI#ffltB1ti«t**< I 
*Jffl#ffl<OlE*!«i*.t7 ; -*R*I&y£»,tl±* 

[ooo7] cro^atf^ii^fiEffl-rsfcftcDr 



(Dmmmz&mz ^fciEffijat^ bf- * £R*aj-r ± 
#icsistB«&#^T-*£»£iit;y- h» 

-coy- K/^-C hffllzJ:«,R^tbHJ)f^*JJ:Li:# 
#&*S)fE£*im-£flH|«Jpffli,t. -<0«fflHWlc««t**i 

*OTfflil±, *lffl#l::<fcoTfl!*2;h..&tB«!«<*l:: 
li«ffl#MW= ottM Lfcx— > 

rositaiLSff5o zait-th. zo>t— s»R^.isyg« 

[0008] *fc. c(0R^aiysairoiSitic*fLT 
asst^isy«iifc«fct/f"jffl#fflis«j«tt;A<i^^iz 

[0 0 0 9] 

r. 0 1 ir^-r«fc5i=. fiiffl#ffltBiti«*3iz»#ft^ii 
t- ^ * ant l t « « t z> $ y mm. 2 « 

t>xmm&m*-tii-r lis. ^.^>y^s 

2) „ £ taic. zro^jfi«ijt^.ttJLxaizj:or8E^-aj 

**tfc«a«^ffiffl LTfi|ffl#fflIB«J«»:lc»j!(ii?Hfc 
T-^^«^-r-5 (f-^«tlg, S3) „ CCDcfc 5 

mo)?— *<»vmtft5m\z. xi*. t— SfR^isys 

»2 (D«3BA<SA*Hfci: *lz^a«^«S#fflIBie!« 
<*fr bR^tfc-f dirT*. P — *JU5Et^ffi-C^.-v hr?— ^ 
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[0010] ilf:^t«tlt ^iftfiia^tbL 

^S4) . aKtt^*y8«rtictt^tBSF4x/c«ffl«« 

WJRfciT* (ftMMIKxa. S5) o c<d#»»8i]|$x 
SJtt^i:, *»*<7££tt««*l::tt*Kysa 

fc-r*::*-c % *aa[**a#*<iit*'*-« 
«#-f act djucj; y , ^f-^es^sa 

[0 0 1 1] B2l**a«t«fflLfc5 f -4»fl!)l»*fca) 

■ ttt/fttSftittiliftti*^ Wf*;?si 1 ) o z 
ixtt. Hi Iz^^ic. R^tJSt2 0[)tMAK 
«r3*3r::LTtiA<, *fc, fiJffi#fflSB««i*lc8B 

[ooi 2] *a«*<i*^a3£*is£. *r. mmm%\ 
©itiBf- *t»»fc-r* (* i flDBt#fcxa. s 

1 1) o *1<0BS^^XgS1 1Tf«fflL/=« 

ffl#3WO«t«a«**fflLrB»*fc-r* (K2 0BI* 

<bxg, si2) o jbi:, n commtum sut 

-$te«x*is 1 4<t f-^tittlSS 1 4 

f-^«j*IgS 1 4 1*. KTVZfS 1 2 fZTir — 
*fl>»*fc3^fT*3*lfc»ftlZtt^-r^^S 1 3£S 1 4 

[001 3] &tz. ^(ommttmT-n>m\z s rftfc 
[0014] Hatt-r-^K^ttyMonat^-r^ 

1. 3 3W»»**L4»*»1 ot. za>£5tffln oicg 



^»i^^»j{»-r^»j^ia5i 4^. zo*tj»spi 4ic&** 

[0 0 15] Lfrfc, ««Rff 1 4li. «IB»f=J:oTill 
»**lSSB1tJS<*3 fCl±fi|ffl#a«l= J: -o-CSSmt Lt: 
f-$S**t*tftlc, *a«tttfflL-C»*ftLfc 

^•p A SajRHfr-r •£ C t T? =r — 9 <r> jESfc «fc I* 'J 

[0 0 16] flWJJPffln 4A<^P-b-v-9-^*-r^)if^lZ 

I*, tflWWi 4 0)S-#g:ii^'py5A»z e fe y 
cro*^. >^yj»i 6xi*«iispflsi 4t£i\iz*-rz>m 

AliROMlC ^PfeylfSfijJMtjllftM^SfcLTtt 
1 9<tLrK^*-ar*^py^Ai:^tStrt-r-5o MM* 
[00 17] ST. »*L< 14, MMl 41*, Si£*l 

warn 4coje»^i-e : «#ffl(DSEfigaE«:(o^*^s*-r 

«fcH. y , 13 1 Xlill2ICjf,Lf=&X 

g$3IS-r-5-<tA<r*^.5. ttffllSPI 4l4*f>|z, 

[0018] a 3 i=»-rat**a. ea#ffl<otBtt<««: 

LL^„ f^i:, l&IDf-iiSEftftySt, IE 
««E#A<I C*-K-eft**Al-li, lC*-K7-f$ 

i=* y 0 1 fc«fct/a 2 i=^-r*a«*s*afe^i!a-r* 
a<**pp^e— ^^t-r4«$i=iiSE»»i o^ 

[0019] jftir, i c*— K'>^.^AO)3lt6fsS|^iji 

-*o)mm%iz&iTmm£*i*>mmmm i c*— K3 

-Kit. Cfflflfffl I C*— KJ3«fct/Mffl#J8 I C 
*-KI=»L-C-r— ■ S»roiagXI4S*^tf 5 I C*— K 
7-f?Sf 3 <t^fltx.TLx*„ :«)ICA-K7^8 
l3iLTIt, «*tfH3lc*i,fcT?-^Bt^Biy«« 
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[0020] f lt, mmmmi ca-K2i*, $mm 

%WmMTtV6mtZ*itcir— 9 (E(Kl)DN) ^o>m 
ffl#»lOT«K1£*»*-ei©*HtLfcr-'5i (E(K2)K1) 

•s. &tz. wmmmi ca-m, #ii«K2£K«-r s 

Ktt1SiSt£:fll*."tl' k '5„ fit, IC*-K7-ff8I 

[0021] cc-eii. t-* zmmti-zmmmwHo 

*K1*<<!?ffiU -E-<DK1£#iIfcK2lcJ;yilt4HbU fjffl 
#A<ipJffl-r§ I C*-Klc (E(K2)K1) tLTlMdt 
•So «a#fflC0I ca- Kl rtl=i&aftMK2£fe 

«rt-r*« tit, DNi±*ijffl# 

I ca— KI-KHcTBS^HbU C*— Kic (E( 

Kl) D N ) i LTfiitl. 

[0022] ttB3£jBtt-r«*f::. 

^*><fc£fcto, I ca— Klcfc£>j!i N CtotfHrt£;h.'Cl*£> 
I C*-K<DK2lCT^-tr^-e#-5*»*#7L-6o f-S 
£«3 £jgft U ZtzTyj*- 

I*. 

[0O2 3] /<*?— K©IB**«Jt«rr4±:. 

«K2£St*tiJL. *iMK2£SSAtf(D>' : E'Jft1 6 
(RAMSfcliHDDl) irftSrt-TS 

a) . fit, *lffl#A<£B£{!Efflf *■»=, HJMTO 
I C*— K**6 (E(K2)K1) ^a^aiL (X^-y^2 

b) . ttBn«l=TMan(2l=J:y«41tL (Xt-v? 
3f) , ¥lffl#8ia>ftK1€£j£ £1*S 0 da>:p|ffl#»Jtf> 

Moiety, i ca— K2rtroT-^au;gii3F«9(7)T 

(E«1)DN) £R*ttU *«3©rt»l=TK1l=J:yfl[ 

4. 

[0 0 2 4] KHrtaPICttttS+LTLxiBi^bx 
— * (E(K1)D2) «ttffl-T«K«,. K1£«fflLTflHHb 

— S>D3=fcK1£*JfflU Bt*HbU (E(K1)D3) tLIC 

(E(K2)K1) liftiS**, *f=. SMSNr*f=. ft» 
«K2t,SiaJ: (j»=E'J»±XI*HDD*) frt>tt;S£;h. 



[0 0 2 5] C^tlCfcy, hr?— P ^-ft 

Ki&MM-«asftttt<. K2«M#-r*w=*„ i ca 
4. ca-KrticK2&r/^roKi <Bt^ 

rf> f iSlt$ei-fcofcit£-?t, I ca— Krt<DBt*fb£*ifc 

TJLtflftM»rl»l=ttl(1. K2 (E(K2)K1) l*«Bl*l*v 
&ttJHS*i4fc». SBA^Bt^-ib^^fcr— 

[0 0 2 6] *fc, «^lcJ;ori* (E(K2)K1) li, & 

[0 0 2 7] ±jaLfcJ:7l-**!te»!SI=«fc-Si:. *Jffl 
%m I ca-KI=T-*S«» Lf=-r 

-^JAti. «a#fflroi ca— K^ft*a*<bf 
£A*u i ca— K*y, ttJS&AttizfessiiA 

l=K*»*. WJ*«B#lc*«)«£»«rt;b^i*>fl-*-4fc 

-e#4. -tzt. *a«iroftiffl*p-avu/«f*0fiz-c^ 
Hu^y*-* h9-54txh»?Lfcii 

#tt<<ty. «*<bj&<-e#fc<>S4::±:*<&l\, 
[0 0 2 8] *i»h'3-?«*LTitB»t« = i 

m\z*.&is*7-A<Dmut\z-Dtiitfz 0 mmmi ca- 

(«SiOFFI$) l=f?f>fra>£ 

I ca— K^«tll*ftLfc«t»#a*. *3BSA^ 
l-«^Bt#<bLf:8*SartlcS6^.ii^.. *Jffl#A<I C 
* - K*iA LfciCf-* SIH ■ «<Httii (« 

[0 0 2 9] «3SOF FB#|C|±Sa#ffl I CA^P,S6^.Ji 

fc*»*<b**tf=»*s i ca-KttfeL*fc»i=ati«**i 
. cotb#. ss#*<fijffl-r4 i ca-Ky— y 
itmmmtmmt t,«a <b n c*jA<ttfflpnte*fc 

[0 0 3 0] l2 3lc^-rfii|T-!i, ica-K'J 

- K^-r* £2-3ia«u c*-K»ffl© 

i, I ca-h*y-y ; 5-<-S'*«ilS<llfta-r4Z 1 !:lcJ: 

[oo3i] *6i=. *tiffl#s«©it^a«-eii*<bL 
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ftm* 1 1-249825 



I C-h- Kfflffl**fcl* I c*i-K£flSi#LfcAj!>< I C 
[003 2] f LT. S{ta>«35* t ^-7i:'tCofcB$l;l* 

*««*^rtatis«iiffi5-r-5itfietifffl-r'5c<!:r-, far 

[0 0 3 3] 

[3IJ£«] ±fE3t«OTffJ&T-i£^fcfl^l::T. -AftOA 
*<£ffl-C#SK I OSKJ«5fe«lz I c*j- KU— y^-f 

CT% K I OS K«S*(D£fl*IZ I C*- K£*fJffiU 
K I OSK4*3fc£ipJffiLT71<., 
[0 0 3 4] *<Di#£, ^flro^A't^ziM-et^f 

roiEiiti: tic, *A<Btyai-e-a (xiin.e>;h.-£<fc 

[0035] zLo>±o\z*.mmm\-&bt. a^eit 
LT«^a»^-&^sA<nf^y=46. • a-n-<fc-5B# 

<£<• vXTA>b<f»Bg<b£*U P-*7U=TB&^, 
[0 0 3 6] «£Bt-SHbLT#IJB# I C*- Kiefs** 

l. t if lie i c^-Kica^a^b-rss^iswi-f 
a^eaLro-s^ifcii^LNfciti, i c*— K«ffl# 

[0 0 3 7] «^Bf^kLTipJffl# I C*-Kl=*IA 

* cilery. mmPHzbZtmmxmmtZtitzT- 
[0 0 3 8] *fc. eitl*-K> *]ffl#ffl*-KA< 

&*ti3*,o-c*,. -oHfiWi^y. x— * 

K$*i.*::& 1*4:1,*. 
[0 0 3 9] «£Bt<HbLT*lffl# I C *) - Kl~te*rt 

*3i#ffl<0 1 c*-Kir«^a^b-r-s«^»frt-r 

« = ££J:y. ^«je»l^lrftjffl#7b<fijffl-r-i> I C±i- 

k u — ? ^ -r * * t. m * a^-r ^ga^i-st* at? 

fc*K <fe<D i ca— K'J— sr^-f *<D r c 

*-K*to«£K*&fci&*;&<4:<. I C-h— K'J — Jf 



I*. 

[0 0 4 0] *fc, *i|ffl#Si]ro«K1$-«jiS|K2IC«fcyBt 
^<bU *0> (E(K2)K1) ZttfK2l±»l*a>a— KlcfiM? 

iflHf<b. a^b<o«Ki£g». c 

-fc!:£fcto. «3SA<«nr^*i:#l± 

[0 0 4 1 ] 

[IBMODSd*] *«Wli)U±<DJ:5lC«j«**LflH6-r-5 

©-e. cruets <t, K^isy^aii--c*iiffl#fflKits« 
tti-t&ia * *if= 7-9 nam t 4 -o ic i±, 

#»«£1S3#fflOTtB««i*l-teii«Lfcfcto. 

nvmm*e>*v ^o-^^-n-Lxtamm^st^tiirm 
a«ssitj*-rci:A<-c$. cfti-cty, mfsefcti/a-e 

[Hffiffl«m&ttw] 

[01] *«Wfl)-ieSft^!ilcJ:Sftas|(7)ea7J;*ro 
[12] H i i;jFLfcttii«i£-ffifflLrT-'S'^Bt^<b 

[13] ^*J6^iilcJ: ^.^—St K*lSy£S<Z>fllfi££ 
*-r^a-/^|2|-efe-S„ 

[124] *SUteJK!BleJ;-& l c*-K>xf At-fl)fl)f 

ki x— s>^bs#- a^b-r*s 
K2 Ki^Bt^ • a^b-r*« 

E(K*) (**) -t-* * * ^^K * T-Bf^bLfcT-^ 
D(K*) (E(K*) (**) ) t— 9 (E(K*) (**) ) £«K 

1 'emmm^mmi^ (m^Lits ic*-k> 

1 0 SB 

i 2 y-K/^-f h«p 

1 4 *l|ffllgfi 

16 ^^ySB (HDD-VRAM*) 
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C jjjjj ) 
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( gz ) 



[i3] 



eta 









I4x 





r 















19 



(8) ftffiW- 1 1-24 9 8 2 5 



[BB4] 



EB 



EB 
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